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Status Quo



SSLLabs
https://www.ssllabs.com/

https://www.ssllabs.com/ssltest/
https://www.ssllabs.com/ssltest/












Transport Layer Security
TLS 1.3
 TLS 1.2 
 TLS 1.1 
 TLS 1.0 
 SSLv3 
 SSLv2 

https://www.bsi-fuer-buerger.de/BSIFB/DE/SicherheitImNetz/KommunikationUeberInternet/De-Mail/VorteileundFunktionen/Transportverschluesselung/transportverschluesselung_node.html
https://www.bsi-fuer-buerger.de/BSIFB/DE/SicherheitImNetz/KommunikationUeberInternet/De-Mail/VorteileundFunktionen/Transportverschluesselung/transportverschluesselung_node.html
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10/15/2014 Qualys SSL Labs - Projects / SSL Server Test / outlook.com

https://dev.ssllabs.com/ssltest/analyze.html?d=outlook.com&hideResults=on&ignoreMismatch=on 1/2

Home  Projects  Qualys.com  Contact

Assessed on:  Wed Oct 15 18:04:10 UTC 2014 | HIDDEN | Clear cache Scan Another >>

You are here:  Home > Projects > SSL Server Test > outlook.com

Development version and work in progress. Might not work properly and could go down at any time. For the real thing visit www.ssllabs.com instead.

SSL Report: outlook.com

  Server Domain(s) Test time Grade

1
157.56.243.11 
Ready 

outlook.com

Wed Oct 15 17:53:13 UTC

2014 

Duration: 45.631 sec
F

2
157.56.244.38 
outlook.com 
Ready 

www.outlook.com

Wed Oct 15 17:53:58 UTC

2014 

Duration: 42.575 sec
F

3
132.245.6.134 
Ready 

www.outlook.com

Wed Oct 15 17:54:41 UTC

2014 

Duration: 45.848 sec
F

4
157.56.242.123 
Ready 

outlook.com

Wed Oct 15 17:55:27 UTC

2014 

Duration: 45.719 sec
F

5
157.56.237.102 
outlook.com 
Ready 

www.outlook.com

Wed Oct 15 17:56:13 UTC

2014 

Duration: 54.714 sec
F

6
132.245.89.171 
Ready 

outlook.com

Wed Oct 15 17:57:07 UTC

2014 

Duration: 52.702 sec
F

7
132.245.3.187 
Ready 

outlook.com

Wed Oct 15 17:58:00 UTC

2014 

Duration: 45.697 sec
F

8
132.245.6.235 
Ready 

outlook.com

Wed Oct 15 17:58:46 UTC

2014 

Duration: 46.554 sec
F

9
157.56.233.251 
Ready 

outlook.com

Wed Oct 15 17:59:32 UTC

2014 

Duration: 45.700 sec
F

10
157.56.240.102 
bl2prd0510.outlook.com 
Ready 

www.outlook.com

Wed Oct 15 18:00:18 UTC

2014 

Duration: 46.25 sec
F

11
157.56.234.6 
outlook.com 
Ready 

www.outlook.com

Wed Oct 15 18:01:04 UTC

2014 

Duration: 49.849 sec
F

12
132.245.12.203 
Ready 

outlook.com

Wed Oct 15 18:01:54 UTC

2014 

Duration: 47.643 sec
F















HTTP Response Header



Security Headers
https://securityheaders.io

https://securityheaders.io/
https://securityheaders.io/








X-Frame-Options: DENY
X-Content-Type-Options: nosniff
X-XSS-Protection: 1;mode=block



a





# CSP
content-security-policy: default-src 'self' 
'unsafe-inline' 'unsafe-eval' ; connect-src 
'none' ; object-src 'none' ; frame-ancestors 
'none' ; form-action 'none' ; upgrade-
insecure-requests; block-all-mixed-content; 
reflected-xss block; referrer no-referrer;



CSP Generator
https://report-uri.io/home/generate

https://report-uri.io/home/generate
https://report-uri.io/home/generate




# HSTS
Strict-Transport-Security: max-age=23328000; preload

# HPKP
Public-Key-Pins "pin-sha256=\"YOUR_HASH=\"; pin-sha256=
\"YOUR_BACKUP_HASH=\"; max-age=7776000; report-uri=\"https://
YOUR.REPORT.URL\""

https://YOUR.REPORT.URL
https://YOUR.REPORT.URL
https://YOUR.REPORT.URL
https://YOUR.REPORT.URL


hpkp-gen
https://github.com//hannob/hpkp

https://github.com//hannob/hpkp
https://github.com//hannob/hpkp


curl -I https://camp.hsbp.org/
[-4|-6]



$ curl -I https://camp.hsbp.org/2016/pp7e0/

HTTP/1.1 200 OK
Date: Sun, 07 Aug 2016 15:06:35 GMT
Server: Apache/2.4.10 (Debian)
X-Frame-Options: DENY
Strict-Transport-Security: max-age=23328000; preload
Public-Key-Pins: pin-sha256="GDsPiknRjmuM06cdPPSNnQ1ViZEQIky2LJ0N0Rk0LTo="; 
pin-sha256="i4QA+Qa4W5c896qTMTsdD1G4IkjNt2cWlEGRmKnIaFo="; max-age=2592000
Last-Modified: Mon, 25 Jan 2016 09:41:30 GMT
ETag: "c01-52a255f9f8680"
Accept-Ranges: bytes
Content-Length: 3073
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Content-Type: text/html; charset=UTF-8

https://camp.hsbp.org/2016/pp7e0/
https://camp.hsbp.org/2016/pp7e0/


wget -S -O/dev/null https://camp.hsbp.org/2016/pp7e0/
[-4|-6]



$ wget -S -O/dev/null https://camp.hsbp.org/2016/pp7e0/

 --2016-08-07 17:08:34--  https://camp.hsbp.org/2016/pp7e0/
Resolving camp.hsbp.org (camp.hsbp.org)... 88.151.101.208, 2a01:270:2016::1
Connecting to camp.hsbp.org (camp.hsbp.org)|88.151.101.208|:443... connected.
HTTP request sent, awaiting response...
  HTTP/1.1 200 OK
  Date: Sun, 07 Aug 2016 15:08:34 GMT
  Server: Apache/2.4.10 (Debian)
  X-Frame-Options: DENY
  Strict-Transport-Security: max-age=23328000; preload
  Public-Key-Pins: pin-sha256="GDsPiknRjmuM06cdPPSNnQ1ViZEQIky2LJ0N0Rk0LTo="; pin-sha256="i4QA
+Qa4W5c896qTMTsdD1G4IkjNt2cWlEGRmKnIaFo="; max-age=2592000
  Last-Modified: Mon, 25 Jan 2016 09:41:30 GMT
  ETag: "c01-52a255f9f8680"
  Accept-Ranges: bytes
  Content-Length: 3073
  X-Content-Type-Options: nosniff
  X-XSS-Protection: 1; mode=block
  Keep-Alive: timeout=15, max=100
  Connection: Keep-Alive
  Content-Type: text/html; charset=UTF-8
Length: 3073 (3.0K) [text/html]
Saving to: ‘/dev/null’

/dev/null                        100%[=======================================================>]   3.00K  --.-KB/s    
in 0.002s

2016-08-07 17:08:34 (1.88 MB/s) - ‘/dev/null’ saved [3073/3073]

https://camp.hsbp.org/2016/pp7e0/
https://camp.hsbp.org/2016/pp7e0/
https://camp.hsbp.org/2016/pp7e0/
https://camp.hsbp.org/2016/pp7e0/


High Tech Bridge
https://www.htbridge.com/ssl/

https://www.htbridge.com/ssl/
https://www.htbridge.com/ssl/




Browser



Qualys SSLLabs
https://www.ssllabs.com/ssltest/viewMyClient.html

https://www.ssllabs.com/ssltest/viewMyClient.html
https://www.ssllabs.com/ssltest/viewMyClient.html






about:config



chrome://net-internals/





Webserver Configuration
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httpd 2.4



mod_ssl
mod_header



mod_h2
HTTP/2



/etc/apache2/httpd.conf
  NameVirtualHost *:443
  # Linux / Windows
  # AcceptFilter http data
  AcceptFilter https data

  # FreeBSD
  # AcceptFilter http httpready
  # AcceptFilter https dataready

/etc/apache2/ports.conf
  Listen 443



<VirtualHost *:443>
  ServerName www.yoursite.com
  DocumentRoot /var/www/site
  SSLEngine on
  Protocols h2 http/1.1

  SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
  SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key
  SSLCertificateChainFile /etc/apache2/ssl.crt/server-ca.crt
  
  SSLProtocol All -SSLv2 -SSLv3
  SSLCipherSuite 'EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM:EECDH
+aRSA+SHA384:EECDH+aRSA+SHA256:EECDH:
+CAMELLIA256:+AES256:+CAMELLIA128:+AES128:+SSLv3:!aNULL:!eNULL:!
LOW:!3DES:!MD5:!EXP:!PSK:!DSS:!RC4:!SEED:!ECDSA:CAMELLIA256-
SHA:AES256-SHA:CAMELLIA128-SHA:AES128-SHA'

http://www.yoursite.com
http://www.yoursite.com


  SSLHonorCipherOrder On
  SSLCompression off

  # TLS_DHE_
  SSLDHParametersFile /etc/ssl/dh4096.pem

</VirtualHost>



Security Header



# For HTTPS only

  # HSTS
  Header always set strict-transport-security "max-
age=15768000"

  # HPKP
  Header always set Public-Key-Pins "pin-sha256=\"YOUR_HASH=
\"; pin-sha256=\"YOUR_BACKUP_HASH=\"; max-age=7776000; 
report-uri=\"https://YOUR.REPORT.URL\""

https://YOUR.REPORT.URL
https://YOUR.REPORT.URL


# For HTTPS and HTTP

    # CSP
    Header always set Content-Security-Policy "default-src 
https: data: 'unsafe-inline' 'unsafe-eval'" always; upgrade-
insecure-requests"

    Header setifempty  X-Frame-Options DENY
    Header always set  X-Content-Type-Options "nosniff"
    Header always set  X-XSS-Protection "1; mode=block"



HTTP ! HTTPS
301



# mod_rewrite syntax
<VirtualHost camp.hsbp.org:80>
  RewriteRule ^/?(.*) https://%{SERVER_NAME}/$1 [R,L]
</VirtualHost>

# mod_alias syntax
<VirtualHost camp.hsbp.org:80>
  Redirect permanent / https://%{SERVER_NAME}/
</VirtualHost>

https://linuxtage.at
https://linuxtage.at


ServerTokens Prod[uctOnly]
Server: Apache



# For HTTPS and HTTP

    add_header  X-Clacks-Overhead "GNU Terry Pratchett";



nginx 1.10 stable / 1.11 mainline



--with-http_ssl_module



--with-http_v2_module
HTTP/2



server {
  # Tux
  # listen [2a01:270:2016::1]:443 ssl http2 deferred;

  # FreeBSD
  listen [2a01:270:2016::1]:443 ssl http2 accept_filter=dataready;

  server_name camp.hsbp.org;

  ssl_certificate_key /etc/nginx/certificates/camp.hsbp.org.key;
  ssl_certificate /etc/nginx/certificates/camp.hsbp.org_chained.pem;  

  ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

  ssl_ciphers EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM:EECDH+aRSA
+SHA384:EECDH+aRSA+SHA256:EECDH:
+CAMELLIA256:+AES256:+CAMELLIA128:+AES128:+SSLv3:!aNULL:!eNULL:!LOW:!3DES:!
MD5:!EXP:!PSK:!DSS:!RC4:!SEED:!IDEA:!ECDSA:kEDH:CAMELLIA256-SHA:AES256-
SHA:CAMELLIA128-SHA:AES128-SHA;



  ssl_prefer_server_ciphers on;

  # TLS_DHE_
  ssl_dhparam /etc/nginx/dhparam/dh4096.pem;

  # TLS compression is automatically turned OFF in
  # nginx 1.1.6+/1.0.9+ (if OpenSSL 1.0.0+ used)
  # nginx 1.3.2+/1.2.2+ (if older OpenSSL).
  # spdy_headers_comp 0; # SPDY Header Compression off

  ssl_ecdh_curve          secp384r1;

  # Speed improvements to first byte for smaller files.
  ssl_buffer_size 4k;
}



Security Header



# For HTTPS only

  # HSTS
  add_header strict-transport-security "max-age=31104000; 
includeSubDomains; preload" always;

  # HPKP
  add_header Public-Key-Pins 'max-age=2592000; pin-
sha256="rFfvG6DIxgDwHy4qfCVEnDKoFJ2XG3szxQHeeaRv9g8=";pin-
sha256="gXaQqXAAR+AjznLZGRlBAYOabhv/II5Bc+CL9e7Kpmg=";pin-
sha256="5noWBr53rhdxeVxcQagM3hqYu+Cw0m34VjrBo1Cu5Ag="' always;



# For HTTPS and HTTP

    # CSP
    add_header Content-Security-Policy "default-src https: data: 
'unsafe-inline' 'unsafe-eval' upgrade-insecure-requests" always;

    add_header  X-Frame-Options DENY always;
    add_header  X-Content-Type-Options "nosniff" always;
    add_header  X-XSS-Protection "1; mode=block" always;



HTTP ! HTTPS
301



server {
    listen [2a01:270:2016::1]:80;
    server_name camp.hsbp.org;
    server_name www.camp.hsbp.org;
    server_name [2a01:270:2016::1];

    return 301 https://$server_name$request_uri;
}

http://www.camp.hsbp.org
http://www.camp.hsbp.org


server_tokens off;
Server: nginx



# For HTTPS and HTTP

    add_header  X-Clacks-Overhead "GNU Terry Pratchett";





Think about Security Headers



Web Application Firewalls



mod_security
Apache, nginx



naxsi
nginx



On  F  ire



A



Questions?



Thanks!

@leyrer
@MacLemon

https://twitter.com/leyrer
https://twitter.com/leyrer
https://twitter.com/MacLemon
https://twitter.com/MacLemon




$ testing



$ openssl
Ja, wirklich

https://www.openssl.org
https://www.openssl.org


$ openssl version

OpenSSL 1.0.2g  1 Mar 2016

https://www.openssl.org/docs/apps/openssl.html
https://www.openssl.org/docs/apps/openssl.html


$ openssl version

OpenSSL 0.9.8zg 14 July 2015

https://www.openssl.org/docs/apps/openssl.html
https://www.openssl.org/docs/apps/openssl.html


openssl ciphers \
'ALL:!ADH:!LOW:!EXP:!MD5:@STRENGTH'

DHE-RSA-AES256-SHA:DHE-DSS-AES256-SHA:AES256-
SHA:EDH-RSA-DES-CBC3-SHA:EDH-DSS-DES-CBC3-
SHA:DES-CBC3-SHA:DHE-RSA-SEED-SHA:DHE-DSS-

SEED-SHA:SEED-SHA:DHE-RSA-AES128-SHA:DHE-DSS-
AES128-SHA:AES128-SHA:RC4-SHA



EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM:EECDH
+aRSA+SHA384:EECDH+aRSA+SHA256:EECDH:

+CAMELLIA256:+AES256:+CAMELLIA128:+AES128:+SS
Lv3:!aNULL:!eNULL:!LOW:!3DES:!MD5:!EXP:!PSK:!
DSS:!RC4:!SEED:!ECDSA:CAMELLIA256-SHA:AES256-

SHA:CAMELLIA128-SHA:AES128-SHA

Bettercrypto cipherstring B

https://bettercrypto.org/
https://bettercrypto.org/


AES256-SHA:AES128-SHA

openssl 0.9.8

https://www.openssl.org/docs/apps/openssl.html
https://www.openssl.org/docs/apps/openssl.html


DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-
SHA256:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-

AES256-SHA384:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-
AES128-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-
RSA-AES128-SHA256:DHE-RSA-CAMELLIA256-SHA:DHE-
RSA-AES256-SHA:ECDHE-RSA-AES256-SHA:DHE-RSA-
CAMELLIA128-SHA:DHE-RSA-AES128-SHA:ECDHE-RSA-

AES128-SHA:CAMELLIA256-SHA:AES256-
SHA:CAMELLIA128-SHA:AES128-SHA

openssl 1.0.2g

https://www.openssl.org/docs/apps/openssl.html
https://www.openssl.org/docs/apps/openssl.html


ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:DHE-DSS-AES256-GCM-SHA384:DHE-RSA-AES256-GCM-
SHA384:ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-CHACHA20-POLY1305:ECDHE-ECDSA-AES256-
CCM8:ECDHE-ECDSA-AES256-CCM:DHE-RSA-AES256-CCM8:DHE-RSA-AES256-CCM:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-

SHA384:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA256:ECDHE-ECDSA-CAMELLIA256-SHA384:ECDHE-RSA-CAMELLIA256-
SHA384:DHE-RSA-CAMELLIA256-SHA256:DHE-DSS-CAMELLIA256-SHA256:ECDHE-ECDSA-AES256-SHA:ECDHE-RSA-AES256-SHA:DHE-
RSA-AES256-SHA:DHE-DSS-AES256-SHA:DHE-RSA-CAMELLIA256-SHA:DHE-DSS-CAMELLIA256-SHA:AECDH-AES256-SHA:RSA-PSK-
AES256-GCM-SHA384:DHE-PSK-AES256-GCM-SHA384:RSA-PSK-CHACHA20-POLY1305:DHE-PSK-CHACHA20-POLY1305:ECDHE-PSK-

CHACHA20-POLY1305:DHE-PSK-AES256-CCM8:DHE-PSK-AES256-CCM:AES256-GCM-SHA384:AES256-CCM8:AES256-CCM:PSK-AES256-
GCM-SHA384:PSK-CHACHA20-POLY1305:PSK-AES256-CCM8:PSK-AES256-CCM:AES256-SHA256:CAMELLIA256-SHA256:ECDHE-PSK-
AES256-CBC-SHA384:ECDHE-PSK-AES256-CBC-SHA:SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-
SHA:RSA-PSK-AES256-CBC-SHA384:DHE-PSK-AES256-CBC-SHA384:RSA-PSK-AES256-CBC-SHA:DHE-PSK-AES256-CBC-SHA:ECDHE-
PSK-CAMELLIA256-SHA384:RSA-PSK-CAMELLIA256-SHA384:DHE-PSK-CAMELLIA256-SHA384:AES256-SHA:CAMELLIA256-SHA:PSK-
AES256-CBC-SHA384:PSK-AES256-CBC-SHA:PSK-CAMELLIA256-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-
GCM-SHA256:DHE-DSS-AES128-GCM-SHA256:DHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-CCM8:ECDHE-ECDSA-AES128-

CCM:DHE-RSA-AES128-CCM8:DHE-RSA-AES128-CCM:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA256:DHE-RSA-AES128-
SHA256:DHE-DSS-AES128-SHA256:ECDHE-ECDSA-CAMELLIA128-SHA256:ECDHE-RSA-CAMELLIA128-SHA256:DHE-RSA-CAMELLIA128-

SHA256:DHE-DSS-CAMELLIA128-SHA256:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES128-SHA:DHE-RSA-AES128-SHA:DHE-DSS-
AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-DSS-CAMELLIA128-SHA:AECDH-AES128-SHA:RSA-PSK-AES128-GCM-SHA256:DHE-PSK-
AES128-GCM-SHA256:DHE-PSK-AES128-CCM8:DHE-PSK-AES128-CCM:AES128-GCM-SHA256:AES128-CCM8:AES128-CCM:PSK-AES128-
GCM-SHA256:PSK-AES128-CCM8:PSK-AES128-CCM:AES128-SHA256:CAMELLIA128-SHA256:ECDHE-PSK-AES128-CBC-SHA256:ECDHE-
PSK-AES128-CBC-SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-AES-128-CBC-SHA:RSA-PSK-AES128-CBC-

SHA256:DHE-PSK-AES128-CBC-SHA256:RSA-PSK-AES128-CBC-SHA:DHE-PSK-AES128-CBC-SHA:ECDHE-PSK-CAMELLIA128-
SHA256:RSA-PSK-CAMELLIA128-SHA256:DHE-PSK-CAMELLIA128-SHA256:AES128-SHA:CAMELLIA128-SHA:PSK-AES128-CBC-

SHA256:PSK-AES128-CBC-SHA:PSK-CAMELLIA128-SHA256:ECDHE-ECDSA-DES-CBC3-SHA:ECDHE-RSA-DES-CBC3-SHA:DHE-RSA-DES-
CBC3-SHA:DHE-DSS-DES-CBC3-SHA:AECDH-DES-CBC3-SHA:ECDHE-PSK-3DES-EDE-CBC-SHA:SRP-DSS-3DES-EDE-CBC-SHA:SRP-

RSA-3DES-EDE-CBC-SHA:SRP-3DES-EDE-CBC-SHA:RSA-PSK-3DES-EDE-CBC-SHA:DHE-PSK-3DES-EDE-CBC-SHA:DES-CBC3-
SHA:PSK-3DES-EDE-CBC-SHA

openssl 1.1.0-pre5
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$ cipherscan
https://github.com/jvehent/cipherscan

https://github.com/jvehent/cipherscan
https://github.com/jvehent/cipherscan
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$ ./cipherscan example.com

https://github.com/jvehent/cipherscan
https://github.com/jvehent/cipherscan


prio  ciphersuite                  protocols                    pfs                 curves
1     ECDHE-RSA-CHACHA20-POLY1305  TLSv1.2                      ECDH,P-256,256bits  prime256v1
2     ECDHE-RSA-AES128-GCM-SHA256  TLSv1.2                      ECDH,P-256,256bits  prime256v1
3     ECDHE-RSA-AES128-SHA         TLSv1.1,TLSv1.2              ECDH,P-256,256bits  prime256v1
4     ECDHE-RSA-RC4-SHA            SSLv3,TLSv1,TLSv1.1,TLSv1.2  ECDH,P-256,256bits  prime256v1
5     AES128-GCM-SHA256            TLSv1.2                      None                None
6     AES128-SHA256                TLSv1.2                      None                None
7     AES128-SHA                   TLSv1.1,TLSv1.2              None                None
8     RC4-SHA                      SSLv3,TLSv1,TLSv1.1,TLSv1.2  None                None
9     RC4-MD5                      SSLv3,TLSv1,TLSv1.1,TLSv1.2  None                None
10    ECDHE-RSA-AES256-GCM-SHA384  TLSv1.2                      ECDH,P-256,256bits  prime256v1
11    ECDHE-RSA-AES256-SHA384      TLSv1.2                      ECDH,P-256,256bits  prime256v1
12    ECDHE-RSA-AES256-SHA         SSLv3,TLSv1,TLSv1.1,TLSv1.2  ECDH,P-256,256bits  prime256v1
13    AES256-GCM-SHA384            TLSv1.2                      None                None
14    AES256-SHA256                TLSv1.2                      None                None
15    AES256-SHA                   SSLv3,TLSv1,TLSv1.1,TLSv1.2  None                None
16    ECDHE-RSA-AES128-SHA256      TLSv1.2                      ECDH,P-256,256bits  prime256v1
17    ECDHE-RSA-DES-CBC3-SHA       SSLv3,TLSv1,TLSv1.1,TLSv1.2  ECDH,P-256,256bits  prime256v1
18    DES-CBC3-SHA                 SSLv3,TLSv1,TLSv1.1,TLSv1.2  None                None

Certificate: trusted, 2048 bit, sha1WithRSAEncryption signature
TLS ticket lifetime hint: 100800
OCSP stapling: not supported
Cipher ordering: server

https://github.com/jvehent/cipherscan
https://github.com/jvehent/cipherscan


$ nmap

http://nmap.org/
http://nmap.org/


nmap --script \
	 ssl-cert,ssl-enum-ciphers \
	 -p 443 example.com

http://nmap.org
http://nmap.org
http://nmap.org/book/nse.html
http://nmap.org/book/nse.html
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Starting Nmap 7.10 ( https://nmap.org ) at 2016-03-27 18:53 CEST
Nmap scan report for maclemon.at (86.59.70.21)
Host is up (0.084s latency).
Other addresses for maclemon.at (not scanned): 2001:470:6f:4ca:9a26:fb93:ba1c:e29a
rDNS record for 86.59.70.21: pandora.maclemon.at
PORT    STATE SERVICE
443/tcp open  https
| ssl-cert: Subject: commonName=www.maclemon.at/countryName=AT
| Issuer: commonName=StartCom Class 1 Primary Intermediate Server CA/organizationName=StartCom Ltd./countryName=IL
| Public Key type: rsa
| Public Key bits: 4096
| Signature Algorithm: sha256WithRSAEncryption
| Not valid before: 2015-05-11T02:19:06
| Not valid after:  2016-05-11T10:30:02
| MD5:   327b 2139 db86 8ba7 3b54 2f8f 1d8f 73c9
|_SHA-1: ceec 5e21 879d 16de 4064 cd34 e525 802d 22ce 4c40
| ssl-enum-ciphers:
|   TLSv1.0:
|     ciphers:
|       TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 4096) - A
|       TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 4096) - A
|       TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp384r1) - A
|       TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 4096) - A
|       TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 4096) - A
|       TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp384r1) - A
|       TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 4096) - A
|       TLS_RSA_WITH_AES_256_CBC_SHA (rsa 4096) - A
|       TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 4096) - A
|       TLS_RSA_WITH_AES_128_CBC_SHA (rsa 4096) - A
|     compressors:
|       NULL
|     cipher preference: server
|   TLSv1.1:

nmap
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$ telnet

http://www.telnet.org/
http://www.telnet.org/


LOL NOPE

http://www.telnet.org/
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$ openssl s_client

https://www.openssl.org/docs/apps/s_client.html%23
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openssl s_client -connect \
	 webmail.example.com:443 \
	 -servername webmail.example.com

https://www.openssl.org/docs/apps/s_client.html%23
https://www.openssl.org/docs/apps/s_client.html%23


openssl s_client -connect \
	 example.com:443 -tls1 \
	 -tlsextdebug -status \
	 < /dev/null | grep OCSP

OCSP stapling

https://www.openssl.org/docs/apps/s_client.html%23
https://www.openssl.org/docs/apps/s_client.html%23
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depth=1 C = US, O = DigiCert Inc, OU = www.digicert.com, CN = 
DigiCert High Assurance CA-3
verify error:num=20:unable to get local issuer certificate
verify return:0
DONE
OCSP response:
OCSP Response Data:
    OCSP Response Status: successful (0x0)
    Response Type: Basic OCSP Response

OCSP stapling

http://www.digicert.com
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$ testssl.sh
https://testssl.sh/

https://www.openssl.org/docs/apps/s_client.html%23
https://www.openssl.org/docs/apps/s_client.html%23
https://testssl.sh
https://testssl.sh


 Start 2016-08-07 19:03:14    -->> 88.151.101.208:443 (camp.hsbp.org) <<--

 further IP addresses:   2a01:270:2016::1
 rDNS (88.151.101.208):  vsza.hu.
 Service detected:       HTTP

 Testing protocols (via sockets except TLS 1.2, SPDY+HTTP2)

 SSLv2               not offered (OK)
 SSLv3               not offered (OK)
 TLS 1               offered
 TLS 1.1             offered
 TLS 1.2             offered (OK)
 Version tolerance   downgraded to TLSv1.2 (OK)
 SPDY/NPN            not offered
 HTTP2/ALPN          not offered

 Testing ~standard cipher lists

 Null Ciphers                 not offered (OK)
 Anonymous NULL Ciphers       not offered (OK)
 Anonymous DH Ciphers         not offered (OK)
 40 Bit encryption            Local problem: No 40 Bit encryption  configured in /usr/local/maclemon/bin/openssl
 56 Bit encryption            Local problem: No 56 Bit encryption  configured in /usr/local/maclemon/bin/openssl
 Export Ciphers (general)     Local problem: No Export Ciphers (general) configured in /usr/local/maclemon/bin/openssl
 Low (<=64 Bit)               Local problem: No Low (<=64 Bit) configured in /usr/local/maclemon/bin/openssl
 DES Ciphers                  Local problem: No DES Ciphers  configured in /usr/local/maclemon/bin/openssl
 Medium grade encryption      Local problem: No Medium grade encryption  configured in /usr/local/maclemon/bin/openssl
 Triple DES Ciphers           not offered (OK)
 High grade encryption        offered (OK)

 Testing robust (perfect) forward secrecy, (P)FS -- omitting Null Authentication/Encryption as well as 3DES and RC4 here

 PFS is offered (OK)          DHE-RSA-AES128-GCM-SHA256 DHE-RSA-AES256-GCM-SHA384 DHE-RSA-AES256-SHA256 DHE-RSA-AES256-SHA ECDHE-
RSA-AES128-GCM-SHA256 ECDHE-RSA-AES256-GCM-SHA384 ECDHE-RSA-AES256-SHA384 ECDHE-RSA-AES256-SHA
 Elliptic curves offered:     prime256v1

https://www.openssl.org/docs/apps/s_client.html%23
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SSLyze
https://github.com/iSECPartners/sslyze
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