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About me:
● Researching computer privacy and security as a hobby for 

about 20 years
● I try to protect things, by using the tools attackers would 

use to gain access
● Got my first computer, a PC in 1991
● After some time I bought 2400 baud modem and started 

to explore local BBS scene...
● With the spread of the internet in the second half of the 

90's, combination of slow modems and obnoxious 
ads/banners made way for a new technology – ad blocking 

● And so it begins...
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About this talk:

Couple of topics:
● Threats to privacy

● Techniques for tracking users on the web

● Threats to security
● Threat actors
● Techniques they use for spreading malware

● Ways to protect your devices
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Privacy 101
● "This is something I'm willing to do only if no one else 

is watching."
● There is a huge difference between legal programs, 

legitimate spying, legitimate law enforcement – 
where individuals are targeted based on a 
reasonable, individualized suspicion - and these 
programs of dragnet mass surveillance that put 
entire populations under an all-seeing eye and save 
copies forever.

● These programs were never about terrorism: they're 
about economic spying, social control, and diplomatic 
manipulation. They're about power. 
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Privacy 101
● UN Special Rapporteur on Freedom of 

Expression: “Encryption and anonymity enable 
individuals to exercise their rights to freedom 
of opinion and expression in the digital age and, 
as such, deserve strong protection”
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Broad division of problems

●Guys after your private data
●Guys after your money / devices



[REAL] Private browsing                       BalCCon2k16

Threats to privacy

Types of attackers:
● Nation-state level actors (a.k.a. any government 

agencies)
● Advertising companies / social networks
● “FREE” products

“If you're using a product that you're not paying 
for, remember, you ARE the product...”
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Nation-state level actors
● You really can't do anything about these attacks
● If you think you need to worry about such things, 

this talk is not for you
● Just be aware of these shenanigans
● It's not just the NSA, it's everybody
● NSA is just immense in scope, and they're only ones 

that got their files dumped :)
● While US citizens have a tiny slither of protection 

from abuse by these systems, we in the other 96% 
of planet's population are classified as FORN and as 
such, a valid intelligence targets
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Total Information Awareness (2001)
● As a "virtual, centralized, grand database”, the 

scope of surveillance includes, among others, 
credit card purchases, magazine subscriptions, 
web browsing histories, academic grades, bank 
deposits, passport applications, driver's 
licenses, toll records, judicial records, divorce 
records, etc.

● Health information collected by TIA include 
drug prescriptions, medical records, and 
individual DNA.



[REAL] Private browsing                       BalCCon2k16

The watchlists problem
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Total Information Awareness
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Total Information Awareness
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Reference:
For longtime history of abuse of these powers 
and efforts to bring them into light, go to:

http://www.historycommons.org/timeline.jsp?
timeline=civilliberties&civilliberties_surveillance
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To put things in perspective...
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Privacy problem #2

Private entities going after your data
● Social networks, Facebook alone earned $6.4 BILLION 

in last quarter from ads
● Advertising companies

● Household devices – tv's, fridges, washing machines, 
cofee machines, vibrators (?!)

● Some / most of android phones already come 
preloaded with crapware / adware

Privacy is not an option, and it shouldn't be the price we 
accept for just getting on the Internet.
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Lightbeam demo

We'll open 3 (THREE) websites:
● blic.rs
● b92.net
● 24sata.rs

and see that there are 131 (!) third-party 
requests in a simple browsing session !!!
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Some things are THE VERY definition of 
private stuff



[REAL] Private browsing                       BalCCon2k16

98 personal data points that Facebook 
uses to target ads to you
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Technologies used to track users
● HTTP (non HTTPS) browsing can be sniffed by:

● Your ISP
● Anyone providing you WiFi internet access
● Anyone who can monitor traffic between your 

provider and your destination server

● Cookies
● They're so 90's technology, but they're still being 

used both legitimately and non-legitimately
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Technologies used to track users
● Javascript

● You can't disable it completely, it breaks websites

● Adobe Flash
● Just kill it, and go the HTML5 way

● Flash local stored objects (LSOs), a.k.a. "Flash 
Cookies"
● They are stored in one location  for all browsers
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Technologies used to track users
● HTML5 Local Storage

● “HTML5 Databases” , similar to cookies, but hold 
more data

● WebRTC
● Used for browser-to-browser direct connections, can 

leak local LAN ip address, and hash of unique 
identifier for webcam / microphone

● HTTP Referrer
● Refers to the site from which site you arrived
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Technologies used to track users
● HTML5 Canvas fingerprinting

● When visiting a site, a browser is instructed to render 
a hidden picture, and report a hash of it back. Due to 
variations in CPU, GPU, OS, browser, hash is different 
for every computer
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Technologies used to track users
● Evercookie, a.k.a. Zombie Cookie, scariest of them all, in that it restores it's 

value after you have cleaned the cache, if you miss some of the places it hides 
itself:
● Standard HTTP cookies

● Local Shared Objects (Flash cookies)

● Silverlight Isolated Storage

● Storing cookies in RGB values of auto-generated, force-cached PNGs using HTML5 Canvas tag to read pixels (cookies) back out

● Storing cookies in Web history

● Storing cookies in HTTP ETags

● Storing cookies in Web cache

● window.name caching

● Internet Explorer userData storage

● HTML5 Session Web storage

● HTML5 Local Web storage

● HTML5 Global Storage

● HTML5 Web SQL Database via SQLite

● Caching in HTTP Authentication

● Using Java to produce a unique key based on NIC information.
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The good news:
● You can block 99.99% of all this cruft, you just 

need:
● a little bit of education
● proper tool to clean-up the system
● way to hide your IP address / network traffic and
● hardened browser

● That's the demo for at the end of the talk :)
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Threats to security
● Ransomware is #1 threat
● Banking trojans
● Fake tech support scams
● Remote Access Tools (RATs)
● Click fraud
● DDOS
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50k hosts infected in 1 hour
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Not everything is from Russians
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Who are the attackers
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Peter Guttmann, Malware Biz (2012)
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Even they must go on vacations...
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But you really don't need to travel that far to 
find assholes
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So, how do they do it?

Two primary methods of infection:
● Malicious mail attachments sent during the 

massive spam / phishing campaigns
● Infections while surfing websites, a.k.a drive-by-

downloads, using exploits for popular software
● Java
● Flash, Microsoft Silverlight
● Adobe PDF reader
● Browsers themselves, especially Internet Explorer
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Because every sofware has bugs



[REAL] Private browsing                       BalCCon2k16

Because every sofware has bugs



[REAL] Private browsing                       BalCCon2k16



[REAL] Private browsing                       BalCCon2k16



[REAL] Private browsing                       BalCCon2k16

So, how do they do it?

Botnet monitoring period of 24h
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Typical VirusTotal report
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They shutdown your AV
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They steal your passwords
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They encrypt your files + on network
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Even thermostats can get ransomware
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Message from the good guys
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If you think it won't happen to you
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Solution to ransomware:

BACKUP YOUR STUFF

(AND KEEP IT OFFLINE) 
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And now, the part you've 
all been waiting to hear :
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Protection from this cruft
● First order of bussines: DUMP WINDOWS
● Change passwords on your router
● Use a properly configured browser in private mode 

/ incognito
● Install AND CONFIGURE necessary add-ons
● Use private search engines
● Run BleachBit periodically
● Run up-to-date AV, even on Linux / MacOS
● Hide your trafic / IP address
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Problem is education of users
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Problem is education of users
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One idea:

You can run pi-hole, 
a local DNS server 
on your Raspbery 
pi, and feed it list 
of domains to 
block, protecting 
ALL devices on a 
network

https://pi-hole.net/
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Not all browsers a equal
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Firefox add-ons
For normal users:

● uBlock Origin

● Privacy Badger

● CanvasBlocker

● Disable Hello, Pocket & Reader

● HTTPS Everywhere

● Privacy Settings

● Self-Destruct Cookies

● CS Fire

● Referrer Control
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Firefox add-ons
For advanced users, previous slide plus:

● Random Agent Spoofer

● uMatrix

Lots of others
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Chrome add-ons
For normal users:

● Ublock Origin

● Privacy Badger

● CanvasFingerprintBlocker

● HTTPS Everywhere

● Referrer Control

● WEBRTC Leak Prevent

● Flash Control

● User-Agent Switcher for Chrome (Glen Wilson)
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Chrome add-ons
For advanced users:

● Rubber Glove
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Ublock Origin on just one computer
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Hiding your traffic / IP address

Some of the traditional methods:
● Proxy
● VPN
● TOR
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First, a disclaimer:
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Proxies



[REAL] Private browsing                       BalCCon2k16

Proxies

Don't use 
them

Just don't.
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VPNs

3 types commonly in use:
● LLTP
● IPsec
● OpenVPN

Marketed as geo-blocking bypass, censorship 
bypass, “anonymity”

Create a encrypted tunnel between your device 
and a VPN server, tunneling all your traffic, not 
just browsing trafic
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TOR
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Research from 2007
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What you could use instead of all of this

STREISAND

https://github.com/jlund/streisand
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Services provided by STREISAND
● L2TP/IPsec using Libreswan and xl2tpd
● OpenSSH
● OpenConnect / Cisco AnyConnect
● OpenVPN 
● Shadowsocks
● sslh
● Stunnel
● Tor
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and again,

https://github.com/jlund/streisand
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Further Reading

HowTo: Privacy & Security Conscious Browsing

https://gist.github.com/atcuno/3425484ac5cce5
298932

by

Andrew Case

@attrc
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Further Reading:

Gerzićev vodič za prosečnog Internet korisnika

https://www.gerzic.com/howto/internet/

by

Luka Gerzić

@gerzic
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Thank you for your patience

Questions?

                                             OxDEADBEEF 

                                @_dead_beef_


